Team Risk Registers - Summary of Movement from April 2024 to August 2024

Business Development

e There are no updates to the Business Development identified risks

Review
Date

August 2024

Date Identifie @l Risk Title

Item 10 - Appendix 2

M Risk Appetite Category

Movement

in
n Period

29/10/21 People Resource 6 |Medium 4 |Medium 5. Workforce o
29/10/21 Funding Obligations 6 |Medium 4 |Medium 3. Financial o
24/03/22 SFC ESF Clawback 4 [Medium 4 |Medium 3. Financial o
29/10/21 Miss Funding Targets 16 12 |High 3. Financial &~
29/10/21 Course Cancellations 16 8 [High 2. Reputation s
29/10/21 GDPR 8 |High 6 |Medium 7. Legal & Compliance (including Health & Safety risks) >
29/10/21 Website Unavailable 3 |Medium 2 |Low 4. Digital >
29/10/21 Student Experience 6 |Medium 4 |Medium 6. Student Experience >
29/10/21 Health & Safety In Schools Programmes 3 |Medium 2 |Low 7. Legal & Compliance (including Health & Safety risks) &
29/10/21 Unable to access accommodation 4 [Medium 2 |Low 6. Student Experience &
22/03/22 FA transport budget is exceeded by local authority costs 2 |Low 1 |Low 3. Financial &
13/04/23 FWDF reduces or disappears for 23/24 16 3. Financial L
13/04/23 Senior Phase and FA programmes are unviable 9 |High 6 |Medium 3. Financial >
23/02/22 Capacity in Marketing Team 4 |Medium 2 |Low 5. Workforce &
23/02/22 Brand / Reputation 2 |Low 2 |Low 2. Reputation &
23/02/22 Poor or Adverse Publicity 2 |Low 2 |Low 2. Reputation >
23/02/22 GDPR - Images 4 |Medium 2 |Low 7. Legal & Compliance (including Health & Safety risks) &~
23/02/22 Comms Ability to Respond Quickly 6 |Medium 4 |Medium 5. Workforce >

Corporate Services

e Risk Number 4, Information Management, Control and Mitigating Action number 11 has been updated to reflect that Cyber Insurance is in place for session 2024-
2025

building control against attackers.

building control against attackers.

Review

Month August 2024 |-T

Risk
\[e] ~

Date
Identified

26/10/2021 Key Person Dependencies 12
26/10/2021 Competence - Key Skills 16
26/10/2021 Finance 16
26/10/2021 Information Management 20
26/10/2021 Compliance 16
26/10/2021 Safety on Campus 20
26/10/2021 Major Incident 15
26/10/2021 Board Recruitment & Retention 16
11/07/2022 Electric Vehicles / E Bikes Fires 15
03/08/2022 Race to Net Zero 12
03/08/2022 Hazardous Waste 15
03/08/2022 Recycling and Non Hazardous Waste 12

There have been no changes in the risk scorings

M Risk Title

Faculty of Business & Creative Industries

I

Medium
High
High
High
High
High
High
Medium
Medium
Medium
High
High

6
12
9
12
8
12
8
6

M| Risk Appetite Category

5. Workforce

. Workforce
. Financial

Risk Number 6, Safety on Campus, The following has been added under Controls and Mitigating Actions 17. Implementation of AG Lockdown services for added

Risk Number 7, Major Incident , The following has been added under Controls and Mitigating Actions 17. Implementation of AG Lockdown services for added

Movement in

i Period

00 00 00 00 N N N N N W u»

. Legal & Compliance (including Health & Safety risks)
. Legal & Compliance (including Health & Safety risks)
. Legal & Compliance (including Health & Safety risks)
. Reputation

. Reputation

. Environmental Sustainability

. Environmental Sustainability

. Environmental Sustainability

. Environmental Sustainability
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e There have been no changes to Business and Creative Industries identified risks.

Review
Date

August 2024 |-T

Date R|sk Title RISk Appetite Category Movement in
u | dentified M Period

1 26/10/2021 Recruitment of students

2 26/10/2021 Retention of Students 9
3 26/10/2021 Resources 16
4 26/10/2021 Staff Skills 12
5 26/10/2021 Succession Planning 9
6 26/10/2021 Data Management 20
7 26/10/2021 Partner Funding 20
8 26/10/2021 Student & Staff Wellbeing 12

ngh
— 12
High
High
_ 8
VeryHigh 16

High 8

ngh
High
High
High
High
High

High

. Financial

. Student Experience
. Student Experience
. Workforce

. Workforce

. Digital

. Student Experience
. Workforce
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Faculty of Engineering, Construction & Science

There are no changes to the Faculty of Engineering Construction and Science Risk Register at this time.

Review

Date

August 2024

T

Risk No | Date Identified |Risk Title Risk Appetite Category Movement in
H n n ﬂ Period
1 29/10/2021 |Student Recruitment 16 6|(Medium 3. Financial &
2 29/10/2021 |Funding 6/ Medium 4 Medium 3. Financial &
3 29/10/2021 |Student Retention / Student 0|High 6| Medium 6. Student Experience o
4 29/10/2021 |Workforce Planning 12| High 8|High 5. Workforce &
5 29/10/2021 |Learning Environment 8|High 8 High 6. Student Experience &
6 29/10/2021 |Loss of ICT 4/ Medium 4 Medium 4. Digital o
7 29/10/2021 |Performance Indicators 9|High 6| Medium 2. Reputation &~
Faculty of Health, Care, Community & Learning Development
e There are no updates to the Faculty of Health, Care, Community & Learning Development Risk Register at this time.
Review
Date  August 2024 T
Risk |Date Identified Risk Title IR IR2 RR RR2 Risk Appetite Category Movement in
- - = - - - - ~ | Period

1 22/10/2021 | Employer Engagement 9/|High 6. Student Experience &

2 22/10/2021 |Recruitment & Retention of Students 9 High 6. Student Experience &~

3 22/10/2021 | Quality of Teaching 12 | High 5. Workforce &

4 22/10/2021 | Income Generation 9/|High 3. Financial &

Finance

People
[ )

Review
Date

Risk

There are no updates to the Finance Risk Register at this time.

Review Date  August 2024 x
RiskRef No | ~ |Risk Title ~ IR ~ | IR2 -
1 Fraud Risk 20 Very High
2 User Input Errors 20 Very High
3 Cash Flow Risks 16 Very High
4 Key System Unavailable 16 Very High
5 Team Resources 16 Very High
6 Compliance 16 Very High
7 Financial Sustainability 16 Very High
and Culture

RR2 -
High

Very High
High

High

High
Medium
High

RR

There are no updates to the People and Culture Risk register at this time.

August 202 -7

Date

~ |Identified | -

AUV H|WIN =

20/10/2021
20/10/2021
20/10/2021
20/10/2021
20/10/2021
20/10/2021

Risk Title IR
ICT Disaster 8

Non-compliance 25
Workforce - Recruitment of Right People 25
Workforce Planning 16
Resilience & Capacity of Workforce 16
Employment Relations - Local & National 16

~ | Risk Appetite Category

8 3.
16 3.
9 3.
9 4.
12 5.
6 7.
8 3.

RR2

Medium
Medium
Medium
Medium

High
High

Financial

Financial

Financial

Digital

Workforce

Legal & Compliance (including Health & Safety risks)
Financial

Risk Appetite Category

- -

4, Digital

7. Legal & Compliance (including Health & Safety risks)
5. Workforce

5. Workforce

5. Workforce

5. Workforce

Movement in

Movement in
Period
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ICT

e There are no changes to the ICT Risk register at this time.

Date

Risk No Date Identified

August 2024

Risk Title

- - |

1 29/09/2021 Cloud Based Systems Down for > 1 Day 8

2 29/09/2021 On Premises Systems down for > 1/2 Day 12
3 29/09/2021 Cyber-attack 25
4 29/09/2021 Unauthorised Access to Data 16
5 29/09/2021 Staffing 20
6 29/09/2021 Project & Change Management Capacity 20
7 23/03/2021 Funding 20

Risk Appetite Category

. Digital

Movement in

B2 Period - |

. Digital

. Digital

. Digital

. Workforce

. Digital

. Financial
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Student Services

e There are no changes to the Student Services Risk register at this time.

Review
Date August 20
Risk NO Date Identifie Risk Title IR IR2
1 20/10/2021 Staff Resources 16
2 20/10/2021 Compliance / Complexity Risks 20

3 20/10/2021

Climate Change

Information Governance 20

e There have been no changes to Climate Change identified risks.

Review
Month April 2024

i

RR

RR2 Risk Appetite Category
High 5. Workforce

High

High

7. Legal & Compliance (including Health & Safety risks)
7. Legal & Compliance (including Health & Safety risks)

Movement in

E| Period

4
4
4

-]

Risk |Date Movement in
Nold Identified Bl Risk Title IR2 ﬂ Risk Appetite Category B period

01/03/2024
01/03/2024
01/03/2024
01/03/2024
01/03/2024
01/03/2024
01/03/2024
01/03/2024
01/03/2024
01/03/2024
01/03/2024
01/03/2024
01/03/2024
01/03/2024
01/03/2024
01/03/2024
01/03/2024
01/03/2024
01/03/2024
01/03/2024
01/03/2024
01/03/2024
01/03/2024

01/03/2024

Buildings - Rain, storms, flooding
Campus - Roads, parking & built landscape - Heatwave

Campus - Roads, parking & built landscape - Heavy rain, wind,

Campus - Roads, parking & built landscape -Snow and ice
Campus - Natural Landscape - plants

Campus - Natural Landscape - trees

Campus - IT Services - Storms

Campus - IT Services - Flooding

Campus - IT Services - Temperature

Infrastructure - Roads, access and public transport
Teaching - Indoor

Teaching - Outdoor - heatwave

Teaching - Outdoor - storms/flooding

Teaching - Outdoor - drought

Teaching - Outdoor - growing season, pests and disease
Teaching - Outdoor - pests and disease

Operations - Business travel - Flooding and Storms
Operations - Business travel - heatwave
Operations - Procurement - heatwave

Operations - Procurement - flooding

Operations - Procurement - storms

Operations - Procurement - food

Operations - Finance - cooling,

Operations - Finance

N P NO O WO ORNOOOOOOO WO OB OV N O

ngh

_4

High

_2

High

8. Environmental Sustainability

. Environmental Sustainability
. Environmental Sustainability
. Environmental Sustainability
. Environmental Sustainability
. Environmental Sustainability
. Environmental Sustainability
. Environmental Sustainability
. Environmental Sustainability
. Environmental Sustainability
. Environmental Sustainability
. Environmental Sustainability
. Environmental Sustainability
. Environmental Sustainability
. Environmental Sustainability
. Environmental Sustainability
. Environmental Sustainability
. Environmental Sustainability
. Environmental Sustainability
. Environmental Sustainability
8. Environmental Sustainability
8. Environmental Sustainability
8. Environmental Sustainability
8. Environmental Sustainability
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